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Analysis and improvement of mIBS scheme
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Abstract: Wei Songjie et al. proposed an identity-based signature scheme (named mIBS) , and used a security mediator (SEM)
node to realize real-time revocation of entity identity in the mIBS scheme. The SEM held a part of the signature key, and
generated a signature by working collaboratively with a signer. This paper analyzed the security of the mIBS scheme, found
it had serious security flaws, and presented a specific attack instance. In the attack instance, a signer can stole the key held by
the SEM through once normal signature interaction with a SEM, and then bypassed the SEM to implement a signature
independently. This paper proposed an improved signature scheme (named mIBSG) . The mIBSG scheme remedied the
security flaws of the original scheme by randomizing the private key held by the SEM. Further, this paper established a security
model for mIBS scheme, named mEUF-CMIA, and defined a new type of adversary that simulated malicious but legitimate
signers. The new adversary had the power to generate a forged signature independently through asking random oracles. Based
on the new security model, this paper deduced the unforgeability of the mIBSG scheme as solving the CDH problem on a
cyclic group. Comparative analysis showed that the mIBSG scheme achieved provable security with a small calculate
efficiency loss. The mIBSG scheme can be used to build an IBC-based cross-domain authentication system.
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I B —Ff mIBS 75 5 F /2B R YOI 55 R 45 sk
ISE HHATWIE. AT MEREET B0 %10 R G0 b5t S S 47 1)
BB A RS B, 78 mIBS 77 % 5] N 22 4 fih ;. (Security
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i, G FlG; 4yl R os GO G, /H{L . KGC i #l ik #
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Ha=ekpr,P), g=H,(mq) fl S =kR+gdi5", [i] SEM Kik%
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Fig. 1 SEM-based IBC system
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FAHARE R, W F (sol+[s—sol)=[s] Bz & A
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HT p AR K — @7 7E 97 €2y, HZ Wil [ mloF 5.
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EN 1 % IBS J5 4 3=(Setup, KeyGen,Sign, Verify) , #F A
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Pr| (ID,sk) « KeyGen(pp,ID) :
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H, O Z2—ANEBLTEHL, B Sign 1], ££E on 17
% 2L 58 RS AW A HITH B m R HST RIS Z RN % o o WS
TAER Z Ui H & F A, A AdvFTMA =negl(h) giisr, NWFR S
TEIRTE S 0y Bk ™ B A AT Oy .

S 1 43R —FEFEELIE, H2e2SH 0. A
Re— M2 I [ E R L, HMAAAFSE . A AL
F I8 97 Hb 52 B8 AL 7 5 Al(random oracle, RO) ) ], {158 A LA
MR e\ i — N %4 o = (IDm,q5,65,1°,9%,S5) , T
FFE—NEE A FIH A, 7E2 BRI ] P~ AN 00
%4 o' = (ID,m,q,05,r*,9",Sy) 1 o'= (ID*,m*,q,05,1,9",S,) , fif
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S H 1 RE TS A MEIE S T T2 R 4 X5 # 0
(forking lemma), Hi Pointcheva 8 N IR 51N o A 3C % 4455
5] Hix—5 2.
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i HAr R ik se B4, B2 RgTFREENELE, H
Wil Hbr R hiE & 254 . Fik, %t mIBS J7 ZH 5Pk
MEXT AT EUF-CMIA #4347 A%, A& N mEUF-
CMIA Ay,

mEUF-CMIA A58 () 32 ZARL7E T 2 & F 1 ae 1. XF
T8 1 2585, IREBIHM M 1D (BT T8 2 K
F, RV 1D B FAEA(Ais), WA i I 1D B
BB R (A Yo AL, A% 5 25 TR AT 1 Sign i ],
BAs B A7 WA X . BAARNAEN 3.2.2 47,
3.2.2 mIBSG 7 %% 4 ML ¥

AN mIBSG 77 £t AT ML), HT CDH R,
E B HL AR 35 B AR B9 B 8E N B A AT D% .

X L i FE AT 6 R R AR T AL 4 BT . 45 % CDH 5E
5] (P,aP,bP) , 4 KGC MIE A NaP, 4 H(ID)=bP (ID'}y
PhaEH P & 4r), WD FFAEH N dip = digm +diM=[s]P, =abP , 7E
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m* o, A
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ID- SRR do A T —A CDH [0 BRI SEf] . i ik
B, HRPLEE B I A FiH 1D 25 4& kK 1% CDH [n] fRSE
1. an 5 CDH B % %oz, HE4 B Ih A0 5 2& vT LLZBE 1,
M RAE A BRI 1D 28 44 (A 34t 72 ] DL 2 1]

TEAET RIS VLA R AR h, a7 R H08 1 25 4
MG AW R, FROANE A TS HL(Hash Oracle).

EE 1 R CDH &AL, 443 mIBSe J7 i
& EUF-CMIA %4,

HERR R AELE 2 T U [T A DLAS ] 2088 34 2
i mIBSG J5 %, AR ME—/NEE B A A, £ 2 TN
/] P fi# o CDH (1] 8, %55 CDH 5245 (P,aP,bP), {4l B
5 A ) mSID-EUF-CMA V%% .

RGN : B 1817 Setup 5%, P RAE A TS pp=(),
P, P, G1, G2, e, Ppwn), B N P ) S 82 G 0 ={IDy....,IDy},
¥ pp Ml oo KIEZ A, Hh, Rw=2aP, RIRGEEHs=2
HKan. B HHLERH THERIH T B3 1D edp o ER, RIE
BENLT S WL, BEROERE T, FREA A (Hi, Ho, Hs) B4
WA 7 PR U(H, Ha, H3)o

Wi A B IERS AT 2 B A FR . B 4k
PRI T B (L1, Lo, Ls, Lk, On )o

Hy i . A 232 H(ID) ) i . i 5 1D 72313 Ly h A7 7E,
M EHRE R B, Qi 1D €0 AID, #ID*, B BMLIERE i €25,
& R=tP % (ID.4,R) NS Li; W ID=ID", M| 4 R =bP,
H (1D, LR)HEANSES Li. &J5H RIREIZ A.

Ho #1770 A $258 Ha(m o) #1170 Q2R (o) #E 513 Lo
TELE, W B EHEGREI N 0 s B, BEEHLIESRR 62,
JEREZ A, SRJEH (M6, 9) N Lo

Hs 1o A $242 Ha(90, %) i . 4R g 7EFIR Lo AN
FEAE, WEREI L, B, WrR (909%0) fE513% Ly hfE7E, U B
BEERFEXTRA G B, BBENUERE <2y, JHREI% A,
SRIEHE (9% B) 4N Lso

KeyGen #it]. A #2358 &4 ID;.

a) WHR ID €dpA ID;#ID*, H (ID;,di=, d5M) 1 L HAFAE,
B B R [A] (der,dF=™) 45 A 1500, B ad S Hy ) i 15 2] (D6, R)
BEMLIE R siellp-1, TH& d==[s]R, d*=tRs-[sIR, I
(ci=r,d*=) IR Bl 25 A, FF4% (1D, di=r, d5) 45 N Lio 7] PLEGIIE
dF =tRs -[sIR = (a-[sDP . H, MNEFHIMMARKE,
KeyGen ] [ % H 5 3 SZ % 81 A R B2 40 HY 1 25 A 8] 43 A EL
AT X 53 o

b) W& ID=ID", B FENLIESE: siellp-1], & R=bP, {}5
der =[s1R, ¥ (ID,d*, ) FHN Lo WIH A 25 1 38T, N
WAL, R A R 2 KET, NWERE d= 45 A,

Sign i) . A $25 Sign(1D,m;) ] . W 1D, (AL EHIE R
B, W B 1% IR KeyGen ) 1] {7 v 61 H P RV .
R IDedp ID#ID*, B M mIBSG J7 &M Sign HiETHHE I
i 2 4 o =000m6.%505,) , SRJG¥E o FN On o W
ID=ID", T RAPEHTF, AR EHMIEAM Sign
V=N

a) IH A R 1 BHF. BEEHLIEFER G Ik ez,
Ty =e(RP) , gl Ha(myawy) ) A 3RA5 95, ARG
Suserj = KRy +0;08% , BEAE BEMLIERE 1 €Z% A Seem; €G, 1A
Snj =ViSuerj+Ssemj , B Gy =€n; P)T-e(R.Pw) -0} , SR G B
(9% 1) 4N Lso BJ, B ¥ oi=000m;a,,0,5,) i N\ 0, , JF
HigRI%4 0525 A

b) W A RH 2 KUF. A RXELELER
(10,65, 955 Suser ) o AAER (@, 9) 725K Lo AR BAILHL,
M B iR[EIL; BN, B BEHLIES €2y Fl Ssenmi€G, THH
S =ViSuerj+Ssemj , B Gy =e(Sn; P)T-e(RPw) a3 , SR G B

(9% 5) FHN Lso 5, B oi=0D.m;0.0,.8:.) 3 N 8, , I
HiR %4 o) 45 A

WHWAE, 250 (G-0)" =e(Sn,P)-e(R,Puw)™ Al T, 7F H.5C
AL, Q=6 P) . i, PGy SEM BEHLILEE,
HARS T (PZR)BCF AL, BT G2t T 80P LA .
W2 U, BT MM AKE, Sign )i ¥4 5 KL 4
SR A At TR A AN AT X 7

thit: WIRMHBRSERUE, A Wbk hiEs o=
(ID,m",q,05,57) o

AR ID#ID v €0, , B Z bk, BMKM. B, B
PL(a5,05) NEFIEMFIER Lo/Ls IR (7,97) , HIRIESE:
(@ -3)" = e(SnP)-e(Po o)™ FRAZ, NI A BRASHF AR . WIR
(r,9°) 1€ Lo/Ls RAALE, T2 IR, AE4DL5R o 32 3,
A0 25U R R A R AR (), RO PR AIE T T SR
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